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GLI OBIETTIVI DELLA SICUREZZA INFORMATICA

La sicurezza informatica ha come 
obiettivi: 
• il controllo dell’accesso alle 

risorse (riservatezza) 
• la protezione delle risorse da 

danneggiamenti volontari o 
involontari (integrità) 
• la disponibilità delle risorse a 

chi ne ha diritto nel momento in 
cui deve accedervi
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Quali sono le risorse oggetto della sicurezza informatica

• … nell’Information Technology 
• I dati, sia memorizzati su dispositivi, sia in transito sulle reti 
• Le risorse computazionali (CPU, memoria, spazio disco, ecc)
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Maggiore la digitalizzazione, maggiore la superficie d’attacco
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La sicurezza non è più opzionale

• Il Codice dell’Amministrazione Digitale spinge verso il progressivo 
abbandono della carta a favore delle tecnologie digitali, le quali 
richiedono adeguate misure di sicurezza  
• Il GDPR: 

• impone una forte tutela dei dati personali 
• obbliga ad adottare rigorose ed adeguate misure di sicurezza 
• prevede severe sanzioni  
• La Direttiva NIS2 e il Perimetro nazionale: 
• impongono la protezione dei propri servizi mediante adeguate 

misure di sicurezza  
• impongono obbligo di autovigilanza e denuncia degli incidenti 

significativi  
• prevedono severe sanzioni 
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Quali sono le risorse oggetto della sicurezza informatica

• … nell’Operational Technology 
• Come sopra, ma gli obiettivi possono essere anche i processi 

fisici controllati dai sistemi informatici 
• IoT, Industria 4.0, e-Health ecc.
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L’Internet delle cose e i nuovi rischi 
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Quali sono le risorse oggetto della sicurezza informatica

• … nella Socionology (cit. Paul Hunter Strategy and Leadership group) 

• Il confine tra norme sociali e capacità tecnologiche sta 
scomparendo 
• Cambiamenti sociali sono causati dall’avvento di tecnologie, 

o da atti che avvengono su piattaforme tecnologiche 
• Gli attaccanti possono mirare ad 

avere un impatto su una società 
(p.e. modificare elezioni) 
attraverso strumenti tecnologici

https://www.taylorfrancis.com/chapters/edit/10.4324/9781003183679-3/strategic-foundations-future-corporation-paul-hunter
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World Economic Forum “The Global Risks Report”

• La situazione è peggiorata negli ultimi anni 
• “The COVID-19-induced shift to remote work has 

accelerated the adoption of platforms and devices 
that allow sensitive data to be shared with third 
parties—cloud service providers, data aggregators, 
application programming interfaces (APIs) and 
other technology-related intermediaries. 
These systems, while powerful tools for data and 
processing, attach an additional layer of 
dependency on service providers.” 
• “growing cyberthreats are outpacing societies’ 

ability to effectively prevent and manage them.” 
• (Source: WEF Global Risk Report 2022)

The Global Risks
Report 2023
18th Edition
I N S I G H T  R E P O R T

In partnership with Marsh McLennan and Zurich Insurance Group
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Global risks landscape: 
an interconnections map 

“Il sempre crescente intreccio delle 
tecnologie con il funzionamento delle 
società sta esponendo le popolazioni 
a minacce interne dirette, comprese 
quelle che cercano di distruggere il 
funzionamento della società. 
Parallelamente all'aumento della 
criminalità informatica, i tentativi 
di interrompere le risorse e i servizi 
tecnologici critici diventeranno più 
comuni, con attacchi previsti contro 
l'agricoltura e l'acqua, i sistemi 
finanziari, la sicurezza pubblica, i 
trasporti, l'energia e le 
infrastrutture di comunicazione 
domestiche, spaziali e sottomarine.” 
(Source: WEF, Global Risks Report 
2023)

In the years to come, as continued, concurrent 
crises embed structural changes to the economic 
and geopolitical landscape, they accelerate the 
other risks that we face. More than four in five 
GRPS respondents anticipate consistent volatility 
over the next two years at a minimum, with multiple 
shocks accentuating divergent trajectories. However, 
respondents are generally more optimistic over 
the longer term. Just over one-half of respondents 
anticipate a negative outlook, and nearly one in five 
respondents predict limited volatility with relative – and 
potentially renewed – stability in the next 10 years.

Indeed, there is still a window to shape a more 
secure future through more effective preparedness. 
Addressing the erosion of trust in multilateral 
processes will enhance our collective ability to 
prevent and respond to emerging cross-border 
crises and strengthen the guardrails we have in 
place to address well-established risks. In addition, 

leveraging the interconnectivity between global 
risks can broaden the impact of risk mitigation 
activities – shoring up resilience in one area can 
have a multiplier effect on overall preparedness for 
other related risks. As a deteriorating economic 
outlook brings tougher trade-offs for governments 
facing competing social, environmental and security 
concerns, investment in resilience must focus on 
solutions that address multiple risks, such as funding 
of adaptation measures that come with climate 
mitigation co-benefits, or investment in areas that 
strengthen human capital and development.

Some of the risks described in this year’s report are 
close to a tipping point. This is the moment to act 
collectively, decisively and with a long-term lens to 
shape a pathway to a more positive, inclusive and 
stable world.
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Global risks landscape: an interconnections mapF I G U R E  C
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Average annualized cost of Cyber Crime by industry sector 
(USD Mln)
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Cyber risks represent the main technological 
concern for the upcoming years

Source: World Economic Forum, The Global Risk Report 2022

Source: Ponemon Cost of a Data Breach Report 2022

Cyber Risk is growing in the Global Risks Landscape
The potential impact of Cyber Security in all industries is high and cannot be ignored

2

Il rischio informatico è in crescita nel panorama globale

• Costo medio annualizzato 
del CyberCrime per 
settore industriale (in Mln 
USD) 
• (source:  Ponemon Cost of a 

Data Breach Report 2022) 
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Il rischio informatico è in crescita nel panorama globale
• (Source: World Economic Forum, The Global Risk Report 2022)

Emerging as the most severe global risk anticipated 
over the next two years, foreign and domestic 
actors alike will leverage Misinformation and 
disinformation to further widen societal and 
political divides (Chapter 1.3: False information). 
As close to three billion people are expected to 
head to the electoral polls across several economies 
– including Bangladesh, India, Indonesia, Mexico, 
Pakistan, the United Kingdom and the United 
States – over the next two years, the widespread 
use of misinformation and disinformation, and tools 
to disseminate it, may undermine the legitimacy of 
newly elected governments. Resulting unrest could 
range from violent protests and hate crimes to civil 
confrontation and terrorism. 

Beyond elections, perceptions of reality are likely to 
also become more polarized, infiltrating the public 
discourse on issues ranging from public health to 
social justice. However, as truth is undermined, 
the risk of domestic propaganda and censorship 
will also rise in turn. In response to mis- and 
disinformation, governments could be increasingly 
empowered to control information based on what 
they determine to be “true”. Freedoms relating to 
the internet, press and access to wider sources 
of information that are already in decline risk 
descending into broader repression of information 
flows across a wider set of countries.

Economic strains on low- and 
middle-income people – and 
countries – are set to grow

The Cost-of-living crisis remains a major concern 
in the outlook for 2024 (Figure B). The economic 
risks of Inflation (#7) and Economic downturn 
(#9) are also notable new entrants to the top 10 

risk rankings over the two-year period (Figure C). 
Although a “softer landing” appears to be prevailing 
for now, the near-term outlook remains highly 
uncertain. There are multiple sources of continued 
supply-side price pressures looming over the next 
two years, from El Niño conditions to the potential 
escalation of live conflicts. And if interest rates 
remain relatively high for longer, small- and medium-
sized enterprises and heavily indebted countries will 
be particularly exposed to debt distress (Chapter 
1.5: Economic uncertainty). 

Economic uncertainty will weigh heavily across most 
markets, but capital will be the costliest for the most 
vulnerable countries. Climate-vulnerable or conflict-
prone countries stand to be increasingly locked out 
of much-needed digital and physical infrastructure, 
trade and green investments and related economic 
opportunities. As the adaptive capacities of these 
fragile states erodes further, related societal and 
environmental impacts are amplified.

Similarly, the convergence of technological 
advances and geopolitical dynamics will likely create 
a new set of winners and losers across advanced 
and developing economies alike (Chapter 2.4: AI in 
charge). If commercial incentives and geopolitical 
imperatives, rather than public interest, remain 
the primary drivers of the development of artificial 
intelligence (AI) and other frontier technologies, the 
digital gap between high- and low-income countries 
will drive a stark disparity in the distribution of related 
benefits – and risks. Vulnerable countries and 
communities would be left further behind, digitally 
isolated from turbocharged AI breakthroughs 
impacting economic productivity, finance, climate, 
education and healthcare, as well as related job 
creation.

Global risks ranked by severity over the short and long termF I G U R E  C

Source

World Economic Forum Global Risks

Perception Survey 2023-2024.
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WHAT: GRUPPO DI MINACCE – LUGLIO 2023-GIUGNO 2024

ENISA THREAT LANDSCAPE 2024 
September 2024 
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Figure 1: ENISA Threat Landscape 2024 - Prime threats 

 

In the following figure it can be seen that for another year ransomware and DDoS attacks were the 
most reported forms of attacks during the reporting period and accounted for more than half of the 
observed events followed by threats related to data. In several cases incidents involved more than 
one threat category and were thus analysed in the context of all respective categories. Given that the 
ETL is based on publicly available information and the fact that such information might not always 
provide the full picture, in certain cases incidents could not be classified into any threat category. 

Figure 2: Breakdown of analysed incidents by threat type (July 2023 till June 2024) 
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WHAT: SETTORI INTERESSATI – LUGLIO 2023-GIUGNO 2024

ENISA THREAT LANDSCAPE 2024 
September 2024 
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Finally, out of the observed events that ENISA collected, the following ones affected sectors 
that offer services and products to other sectors: Digital infrastructure (8%), manufacturing (6%) 
business services (8%), energy (3%) and ICT service management (3%). 

1.6 SECTORIAL ANALYSIS 
Cyber threats are indiscriminate, impacting a wide range of industries and sectors. This is a 
direct consequence of our hyper-connected digital world. As the following figures illustrate, 
threat actors target every sector, highlighting the universal nature of cyber risk. 

The sectors analysed in this report follow, in general, the classification of the sector categories in the 
Network and Information Security Directive (NIS2)30. There are however some deviations, derived by 
the samples used, as the report may include events affecting sectors beyond the scope of the NIS2 
directive. Examples include defence, education31, media and entertainment, retail and more. We 
have also grouped under the term ‘Digital service provider’, the sectors listed in NIS2 as ICT service 
management (MSPs and MSSPs) and digital providers. There is also a separate category, labelled 
as ‘all sectors’ which is used when events have an effect across sectors. During the analysis, other 
sectors were identified that are not currently within the scope of the NIS2 directive, such as 
consulting, legal, and hospitality services etc, which are grouped under the category ‘Services’.  

Figure 6 Targeted sectors per number of incidents (July 2023 - June 2024) 

 

During this reporting period in the overall global landscape, we have again observed a large 
number of events (Figure 6) targeting organisations in the public administration (19%), transport 
(11%) and finance (9%) sectors. Events targeting digital infrastructure (8%) and business 
services form a substantial portion of the events observed. We also observed a considerable 
number of events targeting civil society and not necessarily a particular sector (these are 

 
30 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555.  
31 The education sector was coupled in our sample with the research sector, as they are often intertwined. While the research sector is considered to 
be within the scope of the NIS2 directive, educational organisations are not included. 
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Ma allora, come possiamo aumentare 
la resistenza agli attacchi informatici?
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COME SI IMPLEMENTA LA SICUREZZA INFORMATICA?Non illuderti che il 
nemico possa non venire, ma 

tieniti sempre pronto ad affrontarlo. 
Non illuderti che il nemico non ti 
attacchi, ma fai piuttosto in modo 

di renderti inattaccabile
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COME SI IMPLEMENTA LA SICUREZZA INFORMATICA?

• La sicurezza informatica è un processo, non 
un prodotto 
• Per creare sicurezza bisogna studiare: 
• chi può attaccare il sistema, perché lo fa e 

cosa cerca; 
• quali sono i punti deboli del sistema; 
• quanto costa la sicurezza rispetto al valore 

da proteggere e rispetto al valore dei danni 
causati 

• Come rilevare gli attacchi al sistema 
• Come rispondere e rimediare agli attacchi 

• Serve personale specializzato per queste attività→
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Cyber Resilience Framework

• Il CRF è una guida alle migliori pratiche 
per costruire una resilienza informatica in 
un’organizzazione. 
• Si compone di sei principi chiave, 

pratiche associate e relative sotto-
pratiche, grazie ai quali i responsabili 
della sicurezza informatica possono 
definire chiaramente una robusta 
resilienza informatica organizzativa. 
• Costituisce un framework standard, 

indipendente dal settore, con risultati 
definiti che può fungere da base di 
riferimento per tutte le organizzazioni
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COME SI IMPLEMENTA LA CYBER RESILIENZA?
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I 6 principi del Cyber Resilience framework

1. Valutare e stabilire le priorità regolarmente per il rischio 
informatico: la gestione della cyber-resilienza è guidata 
direttamente dal rischio. 

2. Definire e mantenere i principi fondamentali della 
sicurezza: le funzioni principali della mission aziendale e i 
sistemi di supporto sono sicuri di fronte ad attacchi imprevisti. 

3. Integrare la governance della cyber-resilienza nella strategia 
aziendale: la cyber-resilienza è gestita in tutta 
l’organizzazione, dall'alto verso il basso, secondo una strategia 
coesa e allineata agli obiettivi aziendali. 

• (Continua)
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I 6 principi del Cyber Resilience framework

4. Incoraggiare la resilienza e la collaborazione sistemiche: 
l'organizzazione comprende le interdipendenze all'interno del 
proprio ecosistema, interagisce con le altre organizzazioni e svolge 
il proprio ruolo nel mantenimento della resilienza dell'ecosistema. 

5. Garantire che il design supporti la cyber-resilienza: agilità e 
adattabilità sono parte integrante della strategia, della 
progettazione e dell'esecuzione della cyber-resilienza 
dell'organizzazione, che migliorano costantemente per ottimizzare 
la resilienza. 

6. Coltivare una cultura della resilienza: i dipendenti sono 
incoraggiati a comprendere e ad adottare comportamenti di cyber-
resilienza.
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Conclusioni - 1

• Minacce principali: DDoS, ransomware, ingegneria sociale, 
minacce legate ai dati, manipolazione delle informazioni, 
catena di fornitura e malware. 
• Notevole aumento degli attori “professionisti” che offrono 

programmi di attacco as-a-Service, impiegando nuove tattiche e 
metodi alternativi per infiltrarsi negli ambienti. 
• Settori più colpiti: pubblica amministrazione (~19%), seguito da 

specifici soggetti (~11%), dalla sanità (~8%), dalle infrastrutture 
digitali (~7%) e dal settore manifatturiero, finanziario e dei 
trasporti.
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Conclusioni - 2

• La cyber-sicurezza non è un prodotto 
• La sicurezza è una cultura aziendale  
• va maturata con un’adeguata educazione  

• La sicurezza è un processo globale 
• impatto trasversale sulle attività dell’organizzazione  

• La sicurezza è un servizio specializzato 
• Richiede l’istituzione di apposite strutture  

• La sicurezza richiede risorse da gestire 
• complesso mix di competenze, risorse, prodotti


